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> SOFTWARE VULNERABILITY ENRICHMENT PACK DATASHEET

Gain rich vulnerability
insights to reduce your
organization’s IT risk

» AT A GLANCE

The Software Vulnerability Enrichment Pack (SVEP) gives
comprehensive vulnerability insights to fortify your IT
environment. You’ll receive detailed common vulnerabilities
exposure data from the National Vulnerability Database (NVD)
and valuable advisories from Secunia Research, providing
actionable insights to mitigate risks. You’ll have a clear
understanding of your vulnerabilities based on software
inventory, with access to extensive vulnerability details
associated with your normalized inventory. You’ll also be able to
identify hardware with potentially vulnerable software versions,
enabling proactive risk management. Plus, you’ll have security
insights associated with specific software to inform software
selection decisions. When combined with the Lifecycle Content
Pack, you can identify software versions nearing end of life and
stay updated on aging versions (n-1 software versions).

High-quality vulnerability and threat
intelligence

The Flexera Secunia Research team is comprised of security
specialists who conduct vulnerability research on various products.
They test, verify and validate public vulnerability reports. Since
2002, Secunia Research has provided the most actionable,
accurate and reliable source of vulnerability intelligence. The team
produces invaluable security advisories based on research of the
vulnerabilities affecting any given software update. This curated
content helps you focus only on what truly requires your attention.

>»> NOW YOU CAN

Minimize security exposures
so you can focus more on
top business priorities

Discover detailed information
about software vulnerabilities,
including solution status,

and how these may affect
your organization

Prioritize vulnerabilities
based on criticality, likelihood
of exploitation, software
vulnerability scores and more

Access software vulnerability
intelligence that’s verified,
tested and validated by
Secunia Research

Gain insight into the likelihood
of vulnerability exploitation with
easy-to-understand threat scores

Respond quickly to

threats thanks to software
vulnerability advisories
typically provided within just
one day of public disclosure
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Technopedia + SVEP: A complete picture

Review all disclosed vulnerabilities from the NVD and all published security advisories. This complete dataset
includes things outside your inventory, providing a comprehensive view of potential threats.

Technopedia / Dashboard
Technopedia
Software

Hardware Vulnerability
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Vulnerability

Vulnerability ID &
0003¢996-6375-5632-8afc-7d2b1eb2a22f
0004923-9b5f-5bca-8d9b-b73898c9559¢
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CPETitle ~ CPEURI  CPEProduct  CVE CVE Score
Al v Al Al v Alv Al
Vulnerabilty Title SAID Criticality Label Vulnerability Criticality
Synology DiskStation Manager GNU C Library "send_dg(" and ... SA69147  Less critical 4
Red Hat update for kpatch-patch SA123970  Less critical 4
Oracle VM Server for x86 update for kernel-uek SAB9550  Moderately critical 3
ISC BIND Bad Cache Assertion Failure and TCP Query Denial of ... SAS0020  Moderately critical 3
Ubuntu update for vic SA135591  Highly critical 2
Microsoft Windows Privilege Escalation and Multiple Informatio... ~ SA64146  Moderately critical 3
Checkmk REST API Security Bypass Vulnerability SA135252  Not critical 5
SUSE update for go1.22 SA125863  Moderately critical 3
SUSE update for wireshark SA79087  Moderately critical 3
Common C and Services for 2/0S Apache Tomcat Se... ~ SA135504  Moderately critical 3
Mageia update for gsoap SA78145  Highly critical 2
PeopleSoft Enterprise FIN Cash Management Vulnerability SA135427  Not critical 5
Red Hat update for cockpit-composer, osbuild, osbuild-compos... ~ SA116273  Moderately critical 3
CPE Title CPEURI CPE Vendor
Huawei NIP6600 Firmware X huawei
Huawei Secospace USG6300 Firmware ... coe:2 usa6300 huawei

Vulnerability Count

CVSS Score

26v3

75v3

CPE Product

nip6600_firmware
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CVSS Vector
(AV:A/AC:M/AUN/CCHL...
CVSS:3.1/AV:I/ACIL/PRL..
CVSS:3.1/AV:N/AC:L/PR:...
(AV:N/AC:L/AUN/CNL:...

CVSS:3.1/AV:N/ACL/PR:....

(AVIUACI/AUS/C:CACH...

CVSS:3.1/AVA/ACIL/PR: ..
CVSS:3.1/AV:N/ACL/PR:....
(AV:N/AC:L/AU:N/C:N/I

CVSS:3.1/AV:N/AC:L/PR:

(AV:N/AC:L/AUN/C:CAC. ..

CVSS:3.1/AV:A/ACIL/PR: ..

CVSS:3.1/AV:N/ACL/PR:....

secospace usa6300 firmware
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Description
Synology has acknowledged two vulnerabilities in Sy
Red Hat has issued an update for kpatch-patch. This
Oracle has issued an update for kemel-uek included
Two vulnerabilities have been reported in ISC BIND,
Ubuntu has issued an update for vic. This fixes a vuln
Multiple vulnerabilities have been reported in Micros
A vulnerabilty has been reported in Checkmk, which
SUSE has issued an update for go1.22. This fixes a v
SUSE has issued an update for wireshark. This fixes n
A vulnerability has been reported in Common Comp
Mageia has issued an update for gsoap. This fixes a1
A vulnerabilty has been reported in PeopleSoft Ente

Red Hat has issued an update for cockpit-composer,

CPE Versionv  CPE Edition
v500r005¢00 -
v500r005¢00 L]

Disclosed vulnerabilities from NVD and published security advisories in Technopedia
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IT Visibility + SVEP: Better together

Enrich your organization’s normalized inventory with valuable software vulnerability details. Gain a deeper
understanding of your IT environment’s security posture and make informed decisions to mitigate risks.

1T visibility / /
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Threat Exploit Risk Percentage
Adobe Flash Player Property and Object Memory Corrupti ilities - CVE
CVE cvss® Threat Score Threat Reason
Recently exploited in the wild
Historically Linked to Exploit Kit
. ’ Historically Linked to Remote Access Trojan
zz::vz 1\7A\hN/AC.IJAu.NIC.CIL:I£C & Historically Linked to -

Description”

Uso-afterf

Historical remote code execution POC verified
Linked to Historical Cyber Exploit
Historically Linked to Penetration Testing Tools.

in Adobe Flash Player 13.x through 13.0.0.302 on Windows and OS X, 14.x through

CVE Publish Timeline

Domain & Malware Exposure.

Versions with Secunia
Installs with Secunia Advisory

3,310

3,541

2,906

2,253

2,003

Year

Software Discovered in the Last 28 Days with Secunia Advisories

x

Adobe Flash Player

Business Services and Other Exposure.
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Secunia Advisory Summary  Solution Status & >

Devices with Secunia
Advisory

1,255

452 449
260 290

&

‘Secunia Advisory ID
Creation Date
Critcality

Zero Day

Impact

y
18.0.0.203 on Windows and O X, 11.x through 11.2.202481 on Linux, and 12.x through 18.0.0.204 on Li
of

Threat Intel Module
‘The CVE threat score of 83 was based on the following triggers:

+ Recently exploited in the wild

+ Historically Linked to Exploit Kit

« Historically Linked to Remote Access Trojan

+ Historically Linked to Malware

« Historical remote code execution POC verified

+ Linked to Historical Cyber Exploit

+ Historically Linked to Penatration Testing Tools.

g of

These threats have bes

+ Matasploit Framework
+ Angler Exploit Kit (Exploit Kit)

« Metasploit (Offensive Security Tools (OST))
« PlugX (Backdoor)

+ lsSpace

References’

Other Reference hitp:/i

Other Reference hitp:/i

Bugtraq hitp:
htmi
RedHat httpz/irhin.redhat.comlerrata/RHSA-2015-1235. html
CERT-WN http:/iwww.kb.cert.org/vuls/id/338736
Other Reference flash_opaque background uaf
8ID http://www.securityfocus.com/bid/75712
sT
-105A
Other Reference r
Other Reference r
Other Reference r
Other Reference —
helpx.adob html
https:lihelpx.adob htmi
o hy
Gentoo gentoo.org/glsal201508-01
Other Reference loit-db.com/exploits/37599!
Other Reference - seco.htmi
Bugtraq hitp:

to execute
s exploited in the wild in July 2015,

Where.

Solution Status

‘Secunia CVSS Scores

CVE references

Threat Score

Affected operating system and software
Software
Adobe Flash Player 11.x

Adobe Flash Player 13.x

Adobe Flash Player 18.x

Advisory Details:

Description:

Two vulnerabilities have been reported in Adobe Flash Player, which can be expl

Property and

Object Memory Corruption Vulnerabilities

sass284
2150711

m— - Exromoly cilcal
Yes

System access

From remote

Partal Fix

rall: 0
(AV:NAC:LAUNIC:CILC/AC/EHRLTFIRCC)

CVE-2015-5122 @ | CVE-2015-512

89 (Last Updated 2025-02-02)

CPE Exists. Click for details.

‘CPE Exists. Click for dotails.

CPE Exists. Click for details.

by malicious people auser's system.

1) An error when handling the "opagueBackground” property within the DisplayObject can be exploited to corrupt memory.

2) An error when handling BitmapData objects can be exploited to corrupt memory.

Successful exploitation of the vulnerabilities allows execution of arbitrary code.

The vulneral

les are reported in versions 18.0.0.203 and prior for Windows and Macintosh, Extended Support Release versions 13.0.0.302 and prior for Windows

and Macintosh, and versions 11.2.202.481 and prior for Linux.

Solution:

Update to a fixed version if available.

Flash Player Desktop Runtime running on Windows and Macintosh:

Update to version 18.0.0.209.

Flash Player Extended Support Release running on Windows and Macintosh:

Update to version 13.0.0.305.

Image (back): Vulnerability view of your normalized inventory
Images (foreground): Secunia Advisory with Threat Intelligence
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Drive actionable patch management

While these rich vulnerability details associated with your inventory
provide valuable directional awareness, they may not always result in
actionable results. However, when coupled with the other valuable data
provided by IT Visibility, these additional security insights offer a very
valuable layer of detail for viewing your IT estate. For a more

comprehensive solution, consider Software Vulnerability Manager (SVM).

Powered by the same security research, SVM drives effective
prioritization of patching efforts alongside an actionable assessment of
your environment. SVM leverages file signatures to confirm the existence
of known vulnerable versions. It can be deployed as an agentora
scheduled task of your endpoint management system. SVM can even
automatically or manually publish third-party updates to your endpoint
management system to patch applications, including Intune, Workspace
One, Configuration Manager and BigFix. Learn more about SVM.

About Flexera

Flexera helps organizations understand and maximize the value of their technology,
saving billions of dollars in wasted spend. Powered by the Flexera Technology
Intelligence Platform, our award-winning IT asset management, FinOps and SaaS
management solutions provide comprehensive visibility and actionable insights

on an organization’s entire IT ecosystem. This intelligence enables IT, finance,
procurement and cloud teams to address skyrocketing costs, optimize spend,
mitigate risk and identify opportunities to create positive business outcomes.

More than 50,000 global organizations rely on Flexera and its Technopedia
reference library, the largest repository of technology asset data.
Learn more at flexera.com

» NEXT STEPS

Discover how SVEP
can help make your

IT less vulnerable

LEARN MORE

1-800-374-4353 | flexera.com
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